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1. (U)

In response to your request we have put together a package

Ehronologically outlining the events in our decryption (89%) of the CIA

courtyard KRYPTOS sculpture.
orandum to Adm. McConnell with attachments

Also attached is a copy of the original mem-

providing the cipher, the cryp-

tography employed, and the respective decrypts.

2. (U)

The initial examination of the cipher revealed that it was

likely to consist of three cryptographically distinct sections. Basic com-

puter diagnostic tools confirmed this hypothesis.

Subsequent analysis and

solutiocn, however, did not require any compute power.

Parts 1-3 were solved within
Z.

3. (C)
informal tasking from Chief,

and a decision was made to stop any further work.

two days of receiving the

Another day was spent on the final section

Given the suspected

cryptography, the last section is too short to solve without diverting a
great deal of effort from operational problems.
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Chronological history of NSA personnel and their involvement
in the partial decryption of the KRYPTOS sculpture
located in the CIA courtyard

*» 1988 - The CIA Fine Arts Commission approves James Sanborn’s
proposal. . ’
« 1990 - .The artwork, titled Kryptos, is dedicated. A portion of

this work of art consists of a classic Vigenere Square and 870
characters of cipher punched through two large copper sheets.

¢ 1991 - While on a trip to the CIA headquarters, an informal
group comprised mainly of Cryptanalysis interns, handwrites the
cipher onto sheets of paper , and distributes it to any and all
interested cryptanalysts back at NSA.

» 1992 - Official challenge for solution is relayed through DCI
at a Gold Bug award ceremony.

« 1992 - Mr. :lls the first person to decrypt a portion
of the cipher. The ciphéf“system used is a polyalphabetic sub-
stitution using eight alphabets.. . The decrypted text accounts
for the last 373 characters from tﬁé“fi;st section of 436, but
the initial 63 characters resist decryption. Because of this,
analysis concede that four distinct sections”aremlikely, with
this being the second section. — © (b)(3)-P.L. 86-36

e 1992 - Mr.| lis “the second person to success-
fully decrypt a portion of the cipher. That portion is”the
third section involving 337 characters and employing a transpo-
sition system using a matrix with dimensions 4 X 86. B

* 1992 - As the third successful cryptanalyst, Mr.| 1
successfully decrypts the initial 63 characters of the cipher,
which is the first section. It also uses a polyalphabetic sub-
stitution, but with 10 alphabets. '

* 1992 - An informal document is produced detailing the soclution
of the three sections. These three sections comprise the first
773 characters out of 870 total, leaving the last 97 characters
unresolved.

* 1993 - A formal letter is sent to Adm. McConnell (DIRNSA)
detailing the story, and is returned with a request that it be
forwarded to Adm. Studeman at CIA. ' ' :

*» 1998 - There is renewed interest from the CIA, with an eye
towards a technical article for an internal publication.
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Z Croup enthusizsticzlly raspondad te ths challangs. Within ons
month, thress of the four cipher systams usad to encryvpit ths
sculpture's plzin text had besn cdizgnessd and complsits=sliy sxplicd
The crystographiss emplioyed for the sncryption ¢f these {hres o
inveivad twe periodic polvalphzbstic substitution ciphners znd &
cclumnizr trznspesition cipher. Ths sxpioitztion ¢f ths sculpiu
first thres paris constituites 2 rzadsbility of zpproximatsly 88
The final $7 characters continus to elude scluticn.

3. 4{F0Uo— Attzcned, for yvour ravisw, a pbrisif dascription
of the emplcoysd cryptographnies a2nd thz2 plain T derived from ths
thres exploitad portions of thes KRYPTOS sculpture. If your schaduis
Dermits, wes would be LaDDV TO Dressent a i15-—-minutTs brisfi n ti
KRYPTOS sculpturs solution and troduces you to ths { s
responsinls for the succass_ags T ihis ciphsr

. bescription of Crvotog

Sculpturs Picturs
Cipher

raphnies

TOROFFICIAC USEONLY—

(b) (3)-P.L. 86-36

OPTIONAL Z‘é‘sss %

OO >



Z=
it En

=
ET

Gt
N r."

.

N

PP




4050989

.
.

“DOCID:’

C

HER

ID

UR®

KRYPTOS SCULPT

THY

J

I

DRRNSHGNTFEF
JYQTMEKYRDMED

K Z L
z

W
QZDQM¥TIAGHTP

XYUSDJ

A

£

R

L
YQTQUXQBQEVYUVLLTHR

el

Y

fxy

Kl

.v.

HZWETZYVG

JUD.EE

XHQRL G .

I

UN-A

N G

DAGDV

w
5

TIMVMIZIJANOQTLYVIEKDQ

J R R
T

IYCUQZERE

WHKUWQL S ZF¥T

LBQCRTBUJIDEF

J

QZGZLECGYUXUEZERNUJTHE

KSJHKTZ*®T

U'F
W K B

VLDEXKFEZMOQRQJLTTUGS:=

D

H?2 D

HHDDDUYV

fal
X

U X HHDRIEKTFEF

P

K 2ZBSFDQEVGDOG

LZZVRR

=
N

QUMEZEBEDMBHEDA

A E

WJLL

M J

D
5

3 I
SNOS

S

R OHNL

N DY-A

DYS HNATIA

MR

-
]
-

WX MN

L NOZ=

T2 RNGATIHNR

- UDRETN

=

NRAHCTEN

>t

B

&Y

MHHEW

EI ¥ TBRSPA

HTT

A A
HILC

S EDDNI
B T DD

B
A

I T

DDRYDILOR

G O E

£}

c

A O S

O ARD

HAGTD

2]

O B3 KR

i
-

T RTVDOHW

HNLS ST

HULRBSOLTI

QS J QS S

BEAEWFLRVQQOQPRNGKSS SO
WATJEKZUDTIAWIN

iy
GDKZXTJCD

UOXOG

FRB3RNYP

K 2Z2 2

B

T

W
VTTMZF

EKCAR

GKUHUATU

PEKWwW



“DOCID: 4050989

PART 1

Cryptography: Psriodic Pelyalohnzbetic Substitution employing
10 alphabats

Plain component: Keyword mixsd seguence Dzszd on KRYPTOS

Cipher component: Keyword mixsd seguence baszsd on KRYPTOS

rRepesating Key PALIMPSEST

-Index letter: K
P KRYPTOSABCDEFGHIJLMNQUYV WX Z
Cl: PTOSABCDEFCHEIJLMNQUVWXZEKRY
C2: ABCDEFGHIJLMNQUVWXZEKRYPTOS
C3: LMNQUVWXZEKRYPTOSAICDEFGHIJ
C4: I JLMNQUVWXZXKRYPTOSA2AB3CDEPFGCH
C5: MNQUVWXZEKRYPTOS23CDILITLEHIJIL
C6: P TOSAEABCDEFrCGCGHIJLMNOQUVWIXZEKRY
C7: SAB3CDEECGHIJLMNQUVWXZEKRY?2»TO
C8: Zr C=EI JLMNDQQ UVWXZXY>TO0OS23CD
C9: S23CDEFfCEIJLMNQUVWRXZIAXRY?P?PTDZOC
"Cl0:T OS23CDEPFCECEIJLMNQUVWXZIEKRY?P

EMUTPHZLREF BAXYUSDJKZL DKRNSHCGNrI VJIYQTRUXOR
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“BETWEEN SURBRTLE SHADING AND THE ARBSENCE OF LIGHT LIES TEE NUANCE OF
ILLUSION"



“DOCLD:" 4050989

Crvptography: Psriodic Polyzlphabetic Substitution emploving
2 zlphzbets
Pl=in componsnt: Kevwcord mixed ssguence Szsed on KRYPTOS
Cipher component: Xsyword mixsd ssguance Sased cn KRYPTOS
Repssting Key ABSCISSA
Index lestter K
P :KRYPTOSABCDEFGHIJLMNQUVWXZ
Cl: 25CDEFGHAIJLMNQUVWXZKRY>2TOS
C2: ECDZFGHRIJLMNQUVWXZKRYPTOSA
C3: SA3CDEFGHEIULMNQUVWXZXRYPTO
Cd4: CDZTCEIJLMNQUVWAZXRYZPTCTSES
C5: IJLMNQUVWXZXRYPTOSASCDEZFGH
C6: SAZCDEFGCHISLMNQUVWXZKRYPTS
C7: SASCDETCHISLMNQUVWXZKRYZ2TO
C8: AZCDErCEIJLMNQUVWXZXRY=TOS
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PART

Crvptogrzphy: Keysd Columnar trznspcsiticn

Matrix sizzs: Incompletsliy fillsd € X 25

Speciflc k=zy: RRYPTOS, numericzlly kzyved aznd repszait=d 13 times
(first 12 columns list=d beslow)

Route 3ottom ToO TOD -

ISLOWLYDESPARATLYSLOWLYTHEREMATNSOFPASSAGEDE
ASREMOVEDWI THTREMSLINGHANDSIMADEAT INYBREACH
LEALITTLEIINSERTEDTEECANDLEANDPEEREDINTHEH
FLICKERBUTPRESENTLYDETAILSOFTHEROOMWITEINEM'
1 1 1 9 8 7
2 1 0

BRISTHATENCUMBEREDTHELOWERPARTOFTHEDOORWAYW
INTHEUPPERLEFTHANDCORNERANDTHENWIDENINGTHEH
OTAIRESCAPINGFROMTHECHAMBERCAUSEDTERFLAMETO
ERGEDFROMTHEMISTXCANYOQUSEEANYTETNGD
& 5 4 3 2 1

“SLOWLY DESZARATLY SLOWLY THE REMAINS OF PASSAGE DEBRIS THAT ENCUM-
BERED T=EE LOWER PART OF THE DOORWAY WAS REMOVED. WITH TREM3LING
HANDS I MADZ A TINY BREACH IN THE UPPER LEFT HAND CORNER, AND THEN,
WIDENING TEE HOLE A LITTLE, I INSERTED THE CANDLE AND. PEERED IN. THE
HOT AIR ESCAPING FROM THE CHAMBER CAUSED THE FLAME TO FLICKER, BUT
PRESENTLY, DETAILS OF THE ROOM WITHIN EMERGED FROM THE MIST X CAN
YOU SEE ANYTHING Q. '

Note: The zbovs is a pzrazphrass from Ths2 Tomb of Tut—-Ankn-Amen writ-
t2n by Mz, Howard Carter



